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Human Health Data
Even after directly identifying information such as names, faces, 
addresses, or dates of births were removed (often called 
‘pseudonymization’), the data is still considered as personal data 
under GDPR if it could be attributed to a natural person by the use of 
additional information (Recital 26, GDPR) and hence the 
requirements for protection nevertheless apply.

Typical biomedical data like MRI or genetic material contain 
extensive person-related information such that re-identification 
cannot be excluded (Byrge & Kennedy, 2018; Gymrek et al., 2013; 
Rocher et al., 2019)



Service for sensitive data: Synergistic 
developments

EOSC Project Virtual Brain Cloud:
Virtual Research Environment

€15Mill2018-2022 (lead: Charité)

Human Brain Project:
Codesign Project The Virtual 

Brain (SGA2)

Human Brain Project 
Health Data Cloud (SGA3)

€1Mill2018-2020 (lead: Charité) €1Mill 2022-2023 (lead: Charité)
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13 Mill 2022-2026 (lead: Charité)

Horizon Europe Infrastructure
eBRAIN-Health

http://www.healthdatacloud.eu/
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Users with Accounts: 

>5500



EBRAINS Virtual Brain Cloud

https://ebrains.eu/service/the-virtual-brain



Automated cryptography & sandboxing workflow
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The Virtual Brain Patent allowance in the US 
(EU, Canada pending)
McIntosh, Mersmann, Jirsa, Ritter
https://patentscope.wipo.int/search/en/detail.jsf?docId=WO2014020428
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TVB-Cloud is real

The Virtual Brain Cloud / €15Mill
2018-2022 (lead: Charité)
Successor: eBrain-Health / 13 Mill
2022-2026 (lead: Charité)

https://virtualbraincloud-2020.eu/

EOSC Project Virtual Brain Cloud



EOSC Project VirtualBrainCloud









Virtual Research Environment



Collections

Virtual folders to group files without affecting their storage location or data lineage



Datasets



Datasets–Manage Datasets



Datasets–Validate Datasets



Datasets–Metadata schemas



Datasets–Versioning



Data lineage



• Project Contributors can only upload files to isolated (user-specific) spaces in the 
Green Room or private Core zone 
• Only Project Administrators can make data accessible to the entire Project team
• All files that can be accessed by a user, can also be downloaded by that user

Data onboarding—User roles



T&O measures for lawful processing

• Only after the Use and Access Committee approved all necessary 
contracts a dedicated VRE Project is created by a Platform Administrator 
and adds the specified controller and processor as team members
• Controller can then import the purpose-specific health data to make it 

available to processor for performing the processing operation



Wiki with support resources

• User guide 

• Policies and templates 
to assist researchers 
with GDPR compliance



T&O measures—IT infrastructure

• VRE is hosted at the IT center of the Berlin Institute of Health at 
Charité 

• As a designated ‘critical infrastructure’ of the German government 
Charité IT implements state of the art security measures and industry 
best practices (certification every two years)

• independent data protection evaluation of the VRE completed in July 
2021 concluded that the services of the VRE can be offered as 
commissioned data processing for health-related research projects in 
compliance with the requirements of the European GDPR



T&O measures—Isolation of data and 
resources
• VRE restricts direct access to its resources such as storage and 

compute
• Users can interact with resources only via controlled routes via the 

GUI and the CLI
• Kubernetes namespaces to create isolated zones
• Additionally, zones are hosted on different VMs; traffic restricted by 

network filters
• Copy To Core can only be authorized by Project Administrators and 

uses a multi-step protocol to prevent accidental exposure



T&O measures—Encryption

• Data are encrypted during transmission to/from the VRE 
• Data stored (“at rest”) on the VRE are encrypted using disk-level 

(hardware) encryption



T&O measures—Authentication and 
authorization
• Keycloak/OpenID Connect for single sign-on and to authenticate 

communications between the VRE front-end, API Gateway (which 
connects all back-end services), and workbench tools
• Identity of VRE users federated between the VRE identity and access 

management  system (IAM) Keycloak and the Charité IAM Microsoft 
Active Directory (AD)
• Registration in the Charité AD is a precondition for using the VRE
• external users must complete a registration procedure and provide a form of 

personal identification and evidence of a contractual relationship with the Charité to 
be authorized for inclusion in the Charité AD

• Account information and credentials are stored in the Charité AD and not within the 
VRE itself 

• Password complexity requirements and session inactivity timeouts reduce 
the risk of unauthorized access



T&O measures—Access control

• Fine-grained role-based and project-based access control governed by 
transparent Use and Access Policies that promote fair and democratic 
access to the VRE
• Onboarding a new project follows a streamlined procedure: Service 

Agreement, Data Processing Agreements, Terms of Use, and positive 
Research Ethics Board evaluation
• After approval, Project Administrator is first granted access by invitation 

from the Platform Administrator; Project Administrator can then invite 
specified users to access the project data
• a VRE user may be a member of multiple projects and may have different 

roles in each project
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EBRAINS Health Data Cloud

Metadata

Data

Knowledge 
Graph

Central Node

Data 
Gateway

Federated 
AAI

Core Services

HPC

Data

Results Data

Metadata

Satellite Node

HPC

Satellite Node

HPC
Code

Results

Data
Data

Me
tad

ata

Satellite Node

Data Platform
Co
de

www.healthdatacloud.eu

http://www.healthdatacloud.eu/


Governance

Who:
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In collaboration with:

https://cordis.europa.eu/project/id/101058516€13Mill, Coord. CHARITÈ, 2022-2026
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World Health Summit 2022



Thank you!Thank you!

petra.ritter@charite.de


